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‘Deliver a solid state, on-demand
single-photon source and employ it
to demonstrate free-space quantum
key distribution.”

Problem

New capabilities are needed to
perform secure, quantum-enabled
free space communications.

Solution

The team employed quantum
technologies - single-photon source
- to engineer next-generation
secured communication channels. A
hack would be instantly detected in @
channel comprising only single
photons. For this purpose, the team
engineered "plug and play" ultra-
bright quantum light sources that
operate at room temperature and
can be transferable, designed
scalable antennas to enhance photo
emission rates, and demonstrated
proof of principle quantum key
distribution and secured
communication.

The technology has significant
implications for Australia’s national
security, not only securing the

process of sending information but
also preventing adversaries from
decrypting this information.

The team has demonstrated
Australia’s first sovereign quantum
key distribution. The project continues
under a start-up, Luminere Systems,
and in partnership with local industry,
ideas were pitched to NASA.
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https://www.lumineresystems.com/
https://www.youtube.com/watch?v=gI_4BII0UQY&t=36s
https://www.arc.gov.au/sites/default/files/2022-08/FT22_nit_statements.pdf
https://dtb.solutions/news-events/defence-trailblazer-and-northrop-grumman-accelerate-sovereign-quantum-communication-technologies-for-the-australian-defence-force/

